LUIJITHIBCBKA CLIIBCHBKA BIHCBKOBA AJAMIHICTPALISI
KPAMATOPCBHKOI'O PAMOHY JJOHEIIBKOI OBJIACTI
PO3NOPSKEHHSI
HAYAJBHUKA CUIBCHKOI BIMCBKOBOT AJIMIHICTPALUT

Bin 75,04, 202¢ c.liainiBka N 20%

Ilpo 3arBepmxenns (OCHOBHHMX MpaBHII
KibepririeHu ans mpaniBHUKIB [nmiHiBChKOT
CinbChKOT  BilichKOBOI  aaMiHicTpauii  Ta
nocaaoBHX ocid 1iHIBCBKOI CilbChKOT paau

Kepytouncs Ykaszom [pesuienra Ykpainu sia 24 motoro 2022 poxy Ne64/2022
«IIpo BBeaeHHA BOCHHOTO cTaHy B YKpaiui» (31 3MiHaMH), noCcTaHOBOKW BepxoBHOI
Paqm  VYkpainn Bit 30 cepnus 2022 poky Ne2542-IX  «llpo 3aidicHenns
HaYyaILHUKAMM BIHCHKOBUX aMIHICTpaLiil Hace/leHHX MYHKTIB Y JloHeuUbKiH 061acTi
MOBHOBAXKEHb, Nnepeadadyenux yactvHolo apyroio crarti 10 3akony Ykpainu «[Ipo
IIPaBOBHI PEKHM BOCHHOTO cTaHy», 3akoHy YkpaiHu «[Ipo ocHOBHI 3acaju
3abesneuenns kidepbesnekn Ykpainu» (i3 3minamu), 3akouy Ykpainu «Ilpo 3axuct
iHopmanii B iHdOpMaliiHO-TeIeKOMYHIKAaUIHHUX cHcTemax» (i3 3MiHaMu), Ha
BUKOHaHHs Hakazy AjmMiHicrpawii JlepxaBHoi ciyxOM cneuiaibHoro 3B’g3Ky Ta
saxucty indopmaiii Yipainm Big 30 ciunus 2025 poky Ne54 «Ilpo 3aTBepakeHHs
bazosux 3axoniB 3 Kidepzaxucty Ta MeToAMYHUX peKOMeHAaLllil M0A0 3aiCHEeHHs
OazoBUX 3axo4iB 3 Kibep3axMCTy»  Ta 3 METOK [i/IBHILCHHs Ki0ep3axucry
indopmanii B iHGopMalliiHO-KOMYHIKAIIHHKUX CcHCTeMaX KOMYHalbBHOI BJIACHOCTI
[71711HIBCBKOT CLTLCHKOT TEPUTOpPIaTbHOI rpOMaHy,

3060B’5A3VI10:

1. 3arBepauT OCHOBHI MpaBuia KidepririeHv [uis npauiBHUKIB lMiiHIBCBKOT
CUILCLKOT BIHCLKOBOT ajiMiHicTpallii Ta nocanoBux ocid LiniHIBCBKOT CUILCLKOT pa/jiu,
1110 10AKIThCS.

2. KepiBHHkam CTpyKTYpHMX Niapo3aiiiB IniiHIBCKOT CUIBCBKOT BiHCHKOBOT
ajivinicTpauii, [11iHIBCbKOT CiTbCBKOT pajin Ta CTApoCTaM CTAPOCTHHCHLKHX OKPYTIB
[1niHIBCBKOT CLIBCBKOT TEPUTOPIALHOT IPOMa/IK 3a0e3neunTH JOBEASHHS JI0 Bijloma
nmierMx ra 3ade3neuyuTH HeyXHJbHE BHKOHAHHS OCHOBHHX I1pasuil KiOepriricHu
[NiHIBCBKOT CLILCHKOT BIHCHKOBOT a/MiHicTpaLlii Ta InniHiBCbKOT CilIbCHKOT pajiu.

3. Kontposb 3a BAKOHAHHAM 11IbOTO PO3MOPSUKEHHS [1OKJIACTH HA 3aCTYINHHUKA
j ' osol aaminicTpaiii Haranito JIEBEJIEBY.

U/U’ Bonojaumup MAPUHHWY



3ATBEP/DKEHO

Po3nopskeHHs HayalbHUKA
[TiHIBCBKOT CLILCLKOT BIHCHKOBOT
aJIMiHicTpauil

Bin 75. 04. 2026 Ne 20%

OcHOBHI npaBuIa KidepririeHu juist npailiBHUKIB [1711HIBCbKOT CLIBCBKOT
BiHCLKOBOI aAMiHICTpauil Ta nocagoBux ocid LiUiHIBCHKOT ClIbChLKOT paau

KiGepririena — une CyKymHiCTh NpaKTHK | TiAXOiB, 5K KOpMCTYBaul
KOMITFOTEPHHX CHCTEM 3acCTOCOBYIOTH JUIS NMIATPUMKU “310poB's” Ta Oesneku
iHpopmanii npu  pobori B KoMmm'ioTepHuX cucTemax. Jlis  niarpumanns

KibepriricHn Ha poGo4yoMy MicClli BUKOHYHTE HACTYIIHI [paBuIia:

|. BukopuctoByiite niueHsiiiHi/neranizoBai onepauiiHi cucremu, il
MporpaMHi NpOYKTH, CBOCHACHO H CUCTEMATHYHO IX OHOBITIONTE.,

2. KopucrtyiiTecs aHTUBIDYCHHM 1POrpaMHuM 3abe3nedeHHsAM 3 TEXHOJIOTIE
eBPUCTHHYHOTO aHAi3Y.

3. BukopucroByiite nporpamMiuii MikMepexxeBuH ekpaH (OpaHamayep) Ta
WTaTHi 3ac00M 3aXMCTY BiJL LIKIJUIMBOrO MPOrpaMHOro 3abe3neveHHsl.

4. 3ailicHIONTe peryispHe pe3epBHE KOMilOBaHHs jJlaHuX, 30epiraiite pesepsHi
Komii Ha 30BHIWIHIX Hoclsx iHdopmauil (SSD, HDD Ttomwo) rta sanawryiite
(YHKILIIO «BiIHOBIEHHS CHCTEMMY.

5. He niakmoyaiite Queliky Ta 30BHIilIHI JAMCKH, He Betapiasiite CD ta DVD
TOLIO Yy Balll KOMITHOTEP, SKIIO BU HE J0BIpACTE MOBHICTIO 1X Kepely. [CHYHOTSH
TEXHIKH 3/1aMyBaHHsA KOMIT'IOTepa L€ 0 TOro, ik BW Bijkpuere (hain na e i
3a/10Bro 710 TOTO, SIK Balll aHTHBIPYC HOI'o 1npockanye. SIKLO BH 3HAWIIUTH MPUCTPIi
Beepe/ivHi oicy ado Ha BYJHLI, 4H OTPUMANHU HOro MowTor abo 3 JI0CTaBKoIo,
YW He3HaHoMellb 1aB BaM HOTo 3 MPOXaHHSIM PO3/APYKYBATH JOKYMEHT, abo MpocTo
BIAKPDHTH Ta MEepeBIPUTH HOro BMICT — € BeJIMKAa HMOBIPHICTb, 11O MPHUCTPIH €
Hebe3neyHuM.

JloBipsiliTe JHILE BIACHUM HPUCTPOsM Ta OyabTe 0OepelkHi 3 MPUCTPOsAMH,
AKI OTPUMYETE BiJl IHIIMX JIIOJCH 10 poOoTi ad0 B IHIIKX LIJsX.

[Ipy niaxmoyenHi npucTpoiB 3abe3neuTe iX aBTOMATHYHY IEPEBIPKY Ha
HasiBHICTDH 1UKIJUIMBOTO MPOTrPaMHOTO 3abe3rneyueHHs!.

BiaknouaiiTe aBTOMAaTHUHMH 3a1yCK 3MIHHHX HOCITB iH(opmauii (3axucT
Bi/1 autorun.inf).

6. He 30epiraiite ayrentudikaniiini gani B JTerKOZOCTYIIHUX  MICLSIX
(Hampukaag, Ha podouomy crosi). BuxopucToByiite [uis 30epiraHHs napois
criemiaibHi nporpamui 3acodbu (nanpuknan, KeePass). Bukopucrosyiite cTiiiki
napo:ii, 30KpeMa Taki, LIOo:

MICTSATH He Menie 12 cuMmBoiB;

MICTSITB JTiTepH, LU(DpH Ta crieiianbHi CHMBOJIH;

He MicTsiTh nepconidikopanoi indopMauil (IaTH HapOKEHHS, HOMEpIB
TeNe(OHIB, HOMEPIB Ta Cepiil NOKYMEHTIB, aBTOTPAHCIIOPTY, ODAHKIBCHKOT KapTKH,
ajZlpecH peecTpatii TOL0);

HE BUKOPHUCTOBYIOThCA B OyAb-SIKUX IHIIMX aKayHTax.



7. YHukaiite BUKOpPHCTaHHS [HTepHeT-OaHKIHTY, €NEKTPOHHMX NIATDKHHUX
CHCTEM, BBEICHHA ayTeHTHQIKauiiHMX Janux mig 4Hac aocryny jo IHTepHery
uepes 3arajibHOAOCTYMHI (Hesaxuueni) Ge3npoBonosi mepexi (B kade, Hapax,
aeporoprax Ta iHimMxX nyoniuHuX Micisx).

8. byabte 0c06.1MBO 00CpPeKHUMH 3 BIAKPHUTTSIM BKJIAJeHb 0 eJeKTPOHHOT
NowTH Bl HeBIIOMHX ocid. ChorojHi HalakTyalbHilMM 3acO60M PO3CHIAHHS
WKIUIMBOrO MPOrpaMHOro 3adesneyens € eleKTpoHHa nowra. ITin yac poGoru 3
MOIITOIO MOTPIOHO NMEPEBIPATH PO3ILMPEHHS BKIaACHUX (ANTiB Ta HE BiIKPUBATH
Gaiinu HasiTh 3 Oe3nedHUMH po3uMpenHaMH. He mepexoante 3a HeBiIOMHMH
MOCHJIAHHAMH Ta He 3aBaHTaXyiTe (aliu, 1110 MalOTh MOTEHIIHHO Hebe3neuHe
posiurpennts (HanpukiIan: .exe, .bin, .ini, .dll, .com, .sys, .bat, .js Tomo) Ta HasiTh
OesnmevHe (wanpukaan: .docx, .zip, .pdf), amke MOXyTh BMKOPHUCTOBYBaTHCH
BPas/MBOCTI, MaKpocH Ta i Hebesneku. 3BepraiiTe yBary Ha iM's eleKTpPOHHOT
MOLITH: HABITH AKILO BOHO 3/IA€ThCS JICTITUMHHM, YC€ OJHO MOTPIOHO nepeBipuTH
(y renedonnomy pexumi ado B Oyjb-gKuil iHIIHIH criocid), uu AificHo us ocoda
BI/UIpaBIsijia BaM MOBIIOMJICHHS 3 BKJIAJIEHHSIM.

9. Inoai, ocobnuBo mig THCKOM uacy, OyBac BaxKo BIIPI3HUTH IIKIIIHBI
aiini Big seritumuux. Kopuctyiitecs cepsicom VirusTotal ans nepesipku
nino3piiux Qainis  uusAXoM X OAHOYACHOIO CKaHYBaHHA Oiibii Hik 70
aHTuBipycamu. lle naGarato edekTuBHille, HK CkaHyBanHs (aiaiB aHTHBIPYCOM
B aBTOHOMHOMY PEXKHMI, ajie BpaxoByiiTe To# dakT, 110 3aBanTaxyoun Qaiiim na
VirusTotal, B4 namaere gocryn 10 Hporo TpeTiii croponi. 3sepraemo saily yBary
Ha Te, L0, HaBITh sKWO nepeBipka Ha VirusTotal He nana pesynbraTy, Le He
BUKJIKOYAE TOro, O (a1 Moke OyTH LIKIITHBHM.

10. byabre yBaxcui nepej BiAKPHTTAM BKJIaIEeHb.

[lin wac «xopuctyBanus lutepHer-pecypcamu  (IHTepHer-GaHkinrom,
COLIATbHUMH MEPEKaMH, CHCTEMaMu OOMIHY MOBiJOMJICHHAMM, HOBHHAMM,
OHJIAHH-IrpaMK) He BiAKpuBaire nigo3pini mocunanus (URL), ocoGnuBo Ti, mio
BKa3ylOTh Ha BeO-caliTh, AKI BH 3a3BUYaii He BiBiayeTe.

bysbre yBakHum j10 npossiB IHtepHer-axpaictsa. Haitnomperimmm
3ac000M BBeJEHHS B OMaHy B Mepexi Intepret € Giwmnr. OcobauBy yBary Bapro
3BCPTATH Ha JOMEHHE im's [HTepHeT pecypey. 1110 3anuTye ayTeHTHOIKaLiiHi jani,
epil HIK HATHCHYTH Ha TMOCHAaHHSA: 3JI0BMHCHHKH MOKYTb 3aMacKyBaTH
JoMeHHe iM'A, wod BoHo Buraszano 3uailomum (facelook.com, gooogle.com
TOIIO). B iHWIOMY pa3si € Benuka HMOBIpHICTE nepeiiTi Ha (GILIMHIOBY CTOPIHKY,
330BHI IICHTHYHY CMIPaBKHiH, Ta CaMOCTIIHO «Biu1aTH» BAacHi ayrenTHdiKauiiisi
NaHi.

Y pasi neoOXigHocTi BBe/CHHS ayTeHTH(IKalifiHUX AaHWX YNCBHITBCS B
TOMY, 1110 BUKOPUCTOBY€TLCS 3axuieHe 3'eananHs HTTPS, nepesipsiite SSL-
ceprudikar BeO-caiiTy, OO NepekoHaTHEA, 110 BiH He KIOHOBaHMi abo He
nigpodieHuH.

Ukignuei URL-aapecu MoxyTe OyTH 3akomoBani y sursiai QR-koxis
Ta/abo poszpykosani Ha manepi, y Tomy umciai y ¢opmi ckopouenux URL,
3rEHEPOBAHUX CrielianbHMMK cepBicamMn Ha Kmrtant tinyurl.com, bitly, ow.ly



Touto. He BBOABTE Wi mocunanHs 10 Opaysepa Ta He ckaHyiiTe QR-kouu Bauimm
cMapTHOHOM SKILO BH He BIIEBHCHI Yy TX BMICTI Ta MOXOIKEHHI.

Bukopucrosyiite VirusTotal 1is nepeBipky 11i/103piiux MOCHIaHb Tak camo,
AK 1715 CKaHyBaHHs (aiiis,

Byjbre obepexHi 11040 CMIMBAOYMX BIKOH Ta [OBIAOMIEHb y BallOMY
Opaysepi, nporpamax, onepamiiHiii cucremi Ta MOOITBEHOMY TIPHCTPOL. 3aBKau
YUTaNTe BMICT LIMX BIKOH Ta He "cxBamoiTe" i He "nipuiimaiite" HiYoro noxantem.

12. Ilix yac BHKOpPHCTaHHS BiJUIAJIEHOIO JOCTYNY HEOOXiHO OBMEKHTH
aoctyn 3a aonomoroio "6inoro cnucky" (IP whitelisting).

13. YcTaHoBITh oOMexeHHs! KIJILKOCTI BBeJICHHS MOMMJIKOBHX
noridis/maponis. Perynspno nmepernsimaiiTe sKypHain JIOryBaHHS, IUIAHYBAILHUK
3aBJaHb Ta aBTO3aBAHTAXKCHHSA Ha MpeJIMeT HECAHKLIOHOBAHHUX J1iH.

OcHosHi  npaBuia kiGepririeHu aist  npauisuukiB  [7iHIBCBKOT  ClibChKOT
BIHCLKOBOT aaMiHicTpauii Ta nocajoBux oci6 LmiHiBCBKOT cijibebkoOi paau
pO3po0IeHO 3araibHUM BiUlislom ltiHiBebKol cinbebkol paan  Kpamatopcbkoro
paiiony Jlonennkoi obnacTi

Hauanenuk Bijutiny %{/ I"'anuna AJIBOXIHA



TTpockT po3nopsjukeris

«I'lpo 3arBepakerns OCHOBHUX NPaBHA KiGepriricHu JUTs NpaiiBHAIKIB
InniHIBCHKOT CinbChKOT BICHKOBOT aminicTpali Ta nocaoBux oci6 [atiniscekoi
CIILCHKOT Pan» MOTOLKYIO.

Banenruna TPOSH

Cexperap cinbebkoi paau: CQZ’”‘"*



APKYII - IMOrOKEHHS
/10 MPOEKTY PO3MNOPADKEHHS HadalbHUKa LITHIBCEKOT CLTbCEKOT BificbKOBOT aaminicTpauil

«ITpo 3arBep/keHHss OCHOBHHMX IpaBuj KibepririeHn 1nsl MpaiiBHHKIB
[nniHiBcbKOT CinbCbKOi BilicbkOBOT anMiHicTpauii Ta mocanoBux oci® IniHiBCHKOT
CLIBCHKOT panu»

Pospobnexo: s3aransHuM Biminom lnnimischbkoi cinbebkoi paam  Kpamartopcebkoro paiony
JHonensxoi obnacri

HavaneHHK BLLLITY %ﬂ/ﬂ lNanuna AJIBOXIHA

(nLanwe)

IlToroxeno:
Tlocana [Minnuc [TPI3BUIILIE, Jara
IM.’5
3acTYNHMK HavyaibHuKa DHIBCEKOT JIEBEJIEBA
CLILCBHKOT BIHCHKOBOT aaMiHicTpauil Harauis
Cekperap Duriniscekol cinbeskol panu TPOSH

W/& £70%4 | Banentnna Loy ity

["onoBHuit cnewianict BNy OpHAHYHOT Ta KAJITHIHA
kaaposoi poboT# LininiBebKOT ClIbebKOT pagu HOnis




APKVYII - NNOIrOXEHHA
JI0 TIPOEKTY PO3NOPA/DKECHHS HaYalbHHKA InminiBebKOT clibehKoT BilichKOBOT anMiHicTpauil

«ITpo 3arBepmikennss OCHOBHMX NpaBui Kibepriricnd 11 [MpaLiBHAKIB
LtiniBebKOT ClIbCbKOT BilichbkoBOI aaMiHicTpauii Ta mocamgoBux 0cib LiuriHiBCbKOT
CLTBCBKOT pagu»

Po3poGieno: 3arafbHEM BiLIimoM [IUIHIBCHKOT cinbebkoi pamn  Kpamatopchkoro paHoHY
Jlouenskoi odaacTi

HavanpHuk BiAALTY %“ﬂ I'amuia  AJIbOXTHA
(niaoue)
[Toromkeno:
[Tocana IMTijuuc [1PI3BUIIIE, Jlara
IM.’5

3acTyIHHUK HadalbHHKa LMiHIBCLKOT
CinLeBKOT BiliCBKOBOT a/MiHicTpaLtii

JIEBEJIEBA
Haranis 004 202

Cexperap lnniHiBebKOI ClTbChKOT paau TPOAH A i
W/Z‘ €/77TZ- | Banenrnua 13.04- 40%¢

ToJ0BHHIT CIENIANICT BiLly IOPHAMYHOT Ta KAJITHIHA A
kaapopoi po6oTn [iHIBCEKOT Cl1bCLKOT paH /o/m ¢E7VCE | [Onis 0. DY 4026




